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Abstract: Cloud Computing proposes a way to access applications over internet as utilities. It allows online 

creation, configuration and customization of applications. Data in world is increasing day by day and due to lack 

of space to store it, cloud computing is generated. The most basic issue in cloud computing is of security. As our 

Data is very precious to us and we don’t want it to be hacked by someone else we need to secure it using some 

security algorithms. Sensitive data which is to be protected has to be encrypted before outsourcing to public cloud 

environment. This may be the only method to provide best security to our data even from the cloud provider. 

Encrypting our data may protect it up to some extent but this may cause problem in data storage efficiency and 

it’s retrieval on server. In my thesis, some of the searchable encryption schemes are analyzed where the owner of 

the data i.e. the customer is self responsible for the security of his/her data. This scheme not only guarantee high 

security and efficiency but also allows fast and efficient data retrieval of the encrypted data. This paper describes 

a completely new method to safely save our data on cloud and easily retrieve it as analyzed in our thesis. This 

method may help to secure data on cloud in future. 
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1.  INTRODUCTION 

With the rapid increment of data and databases, it 

is becoming a big task to secure and save data. So 

to solve the problem of space to store our data 

cloud computing is introduced. Cloud Computing 

proposes a way to access applications over internet 

as utilities. It allows online creation, configuration 

and customization of applications. The term Cloud 

refered as a Network or Internet or it can also be 

explained as something which is present at remote 

location is cloud. On public and private networks 

services can be provided using cloud. i.e. WAN, 

LAN or VPN. Cloud Computing is online 

manipulation, configuration, and access of  the 

applications. Cloud computing offers applications, 

infrastructure and storage to data online. Now 

days, cloud computing is widely used to store data 

for longer time. The main issue is of security of 

data stored on cloud. 

For securing our data many security algorithms 

may be used but the problems is that hackers 

decode it and our data becomes available to them. 

Other than this the cloud provider is the one who 

may access our data without our permission as he 

is the one who manages our data. So, we need a 

secure algorithmic method to make our data safe. 

In the paper a completely new method is reveled to 

secure the data. This method includes encryption 

of data before uploading it on cloud environment 

so that the cloud provider will not be able to access 

our real data and in this way our data becomes safe 

even from the cloud provider. This method 

includes some presteps for security before 

encrypting it on user database, so that it become 

very hard for the intrupter to encode it without our 
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permission. After that the encrypted data will be 

again encrypted at cloud uploading time and this 

way it becomes more secure. The complete process 

may be understood by the contribution part within 

the paper.  

 2. CLOUD COMPUTING & SECURITY:  

Cloud computing indicates virtual servers available 

on the internet. It is the usage of computing 

resources like software, hardware or both. These 

resources are not owned by the application owners, 

but are hosted in data centers owned by a third 

party provider, in a consolidated manner. This 

frees the application owners of the computing 

resources from worring about the underlying 

technology and implementation details. They can 

ask for more or less resources on demand, and it is 

the responsibility of the third party provider to 

dynamically adjust to these requirements. Thus, 

application owners can just concentrate on the 

application on the application logic, and do not 

have to keep scaling up or down in terms of 

hardware infrastructure, personnel or software 

licensing. Instead, they can pay per use to the 

third-party provider. 

Cloud Computing is online manipulation, 

configuration, and access of the applications. 

Cloud computing offers applications, infrastructure 

and storage to data online. Platform dependency 

issues are solved using cloud computing as using 

this there is not any need to install any software on 

your local PC. This way it is making our business 

applications collaborative. Deployment model and 

service model are the two types of models used to 

make cloud computing more reliable and feasible. 

Deployment models defines which type of access 

is provided to the cloud, i.e., how the cloud is 

located? There are four types of accessing cloud 

any one of them may be used for providing access 

to cloud: Public, Private, Hybrid and Community. 

Public Cloud: To make systems and services easily 

available and accessible to the general public, 

public cloud is used. Public cloud may be less 

secure as it has a feature like openness, for 

example, e-mail.  

Private Cloud: To make systems and services 

accessible within an origination, private cloud is 

used. It has increased security then public cloud as 

having private nature.  

Community Cloud: To allow access of system and 

services to a group of organizations community 

cloud is used.  

Hybrid Cloud: Mixture or Combination of public 

and private cloud is hybrid cloud. The difference is 

that the critical activities are accessed using private 

cloud and the non- critical activities are accessed 

using public cloud. 

Service models- The reference models on which 

the Cloud Computing is based - can be categorized 

into the following three basic service models:  

1. Infrastructure as a Service (IaaS)  

2. Platform as a Service (PaaS)  

3. Software as a Service (SaaS)  

Different characterstics of cloud computing are 

as follows: 

ON DEMAND SELF-SERVICE  

On demand users are allowed to use web services 

and resources using cloud computing. One can 

logon to a website at any time and use them.  

BROAD NETWORK ACCESS  

Completely based on web so can be accessed from 

anywhere at any time. 

RESOURCE POOLING  

multiple tenants are allowed to share a pool of 

resources using cloud computing. Single physical 

instance can be shared of multiple resources like 

hardware, database and basic infrastructure.  
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RAPID ELASTICITY  

Scaling up and scaling down of resources is very 

easy and can be done at any time. Currently 

assigned or previously used resources of the 

customers are monitored automatically using cloud 

computing. 

Technologies like virtualization, SOA (service 

oriented architecture), grid and utility computing 

are used in cloud computing. CSA model is used 

for data storage in cloud computing. 

The subject of cloud security is still evolving, since 

cloud computing itself is still evolving. 

Collectively, a set of policies, technologies, and 

approaches that are needed to protect data, 

applications and cloud infrastructure is the area of 

cloud security. At a very high level, cloud security 

involves two parties: the cloud provider/host and 

the cloud client/user. The cloud platform could be 

provided by the host as an infrastructure, as a 

service, or as an application. Security is necessary 

in each case. Client’s data and applications must be 

secure in cloud computing, especially because the 

client relies on the cloud provider much more than 

in a non-cloud application. Consequently, cloud 

security must deal with all aspects of securing data 

access, storage, application hosting and storage, 

user information, and authentication. 

Cloud security deals with identity management, 

physical and personal security availability of data 

and applications, application security, and 

confidentiality.  

3. CONTRIBUTION: 

3.1 Problems Analyzed: 

With the help of our study in the field of Cloud 

Computing we have found that there are several 

issues of security in cloud computing. These 

security issues are a big problem in the evolution 

of cloud computing. Security is the most basic 

thing every end user needs while sharing his/her 

data in the cloud environment or may be 

somewhere else. But if a cloud provider is not able 

to provide complete security to our data, we have 

to think twice before saving our data on that cloud 

database. It is necessary to provide more 

advancement while talking about the concept of 

cloud computing so that it may become more 

useful in future technology. 

As if a data is previously encrypted on the 

customer’s database it will be much secure 

providing it to the cloud provider. While uploading 

a file in cloud environment, this environment 

assures you that your data will be completely safe. 

No one else can get access to your data without 

your permission. Security to our data is provided 

by the cloud provider who is handling cloud 

management and providing space to our data on 

cloud. This security helps our data to become safe 

and not to be accessed by any intruder. But still 

there is a security issue. There is someone who 

may get access to our data without our permission 

and this is the cloud provider managing our all 

data.  

 

When you store your data in cloud environment 

within a specific cloud provider, the cloud provider 

manages the security of our data and provide its 

access to you only i.e. the customer is the only 
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person who may access his data. But it is possible 

that the cloud provider himself may read, delete, 

change or you may say that hack your data and mat 

misuse it. This data may get leaked and your 

personal data will not be personal anymore. This 

may be a big issue while uploading your data in 

cloud environment as your data may be very 

precious to you and you do not want it to be leaked 

in front of anyone as it may include any type of 

data like your financial information, your property 

or your bank’s business property. You never want 

to share it to anybody. This may cause a big 

problem if this information get reveled in front of 

someone else even if it is a cloud provider. So 

before providing your data within a cloud 

environment, it is necessary to resolve these issues.  

To resolve these issues we have generated a 

method which is discussed in “OURSOLUTION” 

part.  

3.2 OUR SOLUTION: 

We have analyzed the issues came in the field of 

cloud computing and tried to resolve this problem. 

This method may help to solve security issue. The 

paper proposes a completely new method to secure 

our data on cloud. Using this method may help to 

secure data on cloud in future. Even a cloud 

provider will not be able to get the original data 

and hence your data will be completely safe. This 

process is as follows: 

There are some encryption steps helping in 

providing security to the file to be uploaded in 

cloud environment before and at the time of 

uploading the file. Performing this step by step will 

defiantly create a secure cloud environment.  

Firstly, before uploading the file on the cloud we 

perform database encryption so that it may get 

secure from the cloud provider. In this process the 

data or the file goes through the following security 

method: 

1) Tokenizer : Tokenizer creates tokens of the 

data i.e. tokenization is a process to create 

tokens of the whole data so that the next 

step of security may be performed on these 

tokens. The whole file is divided into small 

parts and these parts are then passed 

through the next security level. 

2) Stock word removal: In this step, we have 

stock words already saved in our database 

and the tokens created in first step are 

traversed and compared with these stock 

words. If the token have those words 

which are in the stock word list then these 

words are removed from the token 

otherwise if not present the whole token 

remains as it is and passed to the next 

security level. For example we have a 

stock word list containing words: “is, life, 

always, be, some”. This list is saved in the 

database of the customer who wants to 

upload his data on cloud environment. 

Now when a token “life is to stay happy 

always”. This token is passed through the 

list stored in database and the words exist 

in the list are removed from the token and 

it becomes “to stay happy” which will be 

useless if got hacked. But if  not any word 

matches to the words in the stock word list 

then the token is passed to the next level as 

it is. But normally we use to take those 

words in the stock word lists which are 

common in all sentences so that much 

security may be provided by removing 

these words from the list and making the 

sentence meaningless as removing these 

words the meaning of the sentence changes 

completely which is much difficult for the 

intruder to hack. 

After these two steps, some more steps are 

used to enhance the security level of our data 

on user database and on cloud environment. 

These steps improve security up to a safe level 

where not even a cloud provider can access 
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your original data. Within these steps the data 

goes through the following process: 

The tokens are now encrypted using SHA 512 

algorithm and then these are stored in the 

database. After encryption by SHA 512, the 

hash table is saved in the database and at the 

time of uploading the file on the cloud AES 

128 bit encryption algorithm is applied on it 

and the encrypted file gets encrypted again. 

This encrypted file is uploaded on the cloud 

and will be safe to be hacked by anyone. No 

one else will be able to decrypt it as if he/she 

decrypt the file from cloud he will take only 

the encrypted tokens not the encrypted file and 

even if the cloud provider will access our data 

he will get the encrypted data and not the 

original data. The file needs the same 

decryption method to be in readable form and 

is possible only on the uploading system or by 

the person who knows the method to encrypt it 

and knows the stock words list removed from 

the file. The file on the server use AES and 

then uploaded on the cloud. 

For more detailed information about SHA-512 & 

AES algorithms please refer to [2], [3] and the 

references therein. 

Actually this system can be regarded as a 

prominent solution for the security of data on the 

cloud. This not only provides the method to save 

data securely on cloud but also makes a user 

possible to easily retrieve the data from the cloud 

knowing the time to retrieve it. 

Here provided a proposed architecture for easily 

understanding all the work proposed by our thesis 

and is included in our paper. This architecture may 

help you understand the paper easily and within no 

time:  

 

Proposed Architecture 

The above architecture explains step by step 

process applied in the thesis to improve the 

security level of the data in cloud environment. 
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4.  Future Work: 

Cloud security is still evolving and there is a 

security issue in this. Cloud environment is best for 

data service outsourcing but there is security 

problem. Even if our data is safe from intruder, it is 

not still safe from the cloud provider. This is a 

completely new way to secure the data on cloud 

which includes data security from the cloud 

provider also and will help a lot to have safety of 

your data as it include both database and cloud 

server encryption. The main issue of security from 

the cloud provider may be solved using this 

method in future so it will be very helpful in cloud 

security evolution. Using this it will be very 

difficult or you may say next to impossible to 

crack the security of your data. Using this method 

may secure your data in future. 
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